ACTIVITIES of EULAMBIA Ltd IN THE AREA OF QUANTUM SAFE NETWORKS. 
1. QKD networks migration with PQC
The last almost three years the company is working on a holistic solution integrating The last almost three years the company is working on a holistic QKD/PQC approach developing a multi domain and multi-site network architecture integrating vendor agnostic QKD combining with SDN orchestration and cloud managed trust services. The network is based on zero trust access protocols featuring multi-level authentication mechanisms based on PQC signature and key encapsulation algorithms. The system has been deployed in the HellasQCI infrastructure on a real world testbed with network domains incorporating QKD nodes (IDQ, ThinkQuantum and Toshiba) but also remote domains without QKD infrastructure. The network includes in house developed software encryptors that are cross-platform, crypto-agile packet encryptors designed to deliver high-assurance tunneling services between network domains. 

The software services support multi-domain interoperability and are engineered to operate within hetero-geneous cryptographic environments, providing multi-layer encryption, identification through PQC key pairs and multi-vendor QKD support. Configuration is performedthrough a PQC-KEM-secured network management interface, which communicates directly with the cloud key management system (KMS). 

The administrative plane supervises the configuration and coordination of system
components, without directly participating in their operation. It defines and enforces
system-wide policies, manages client permissions and possible actions, and regulates
the sources of authorization material, including certificates, public key pairs, and
tokens,accordingtouserprofiles. 

Authentication is achieved with a strict scheme that involves certificates, PQC KEM key pairs (asymmetric) and policy alignment (e.g domain specific user access, RBAC,etc.). Client permissions and possible actions are explicitly defined and authorizationmaterial (certificates, public key pairs, tokens) sources are restrained according touser profile. The proposed authentication framework is based on a multi-level publickey infrastructure (PKI) managed from the cloud, that employs separate roots for QKD nodes of different vendors and another root for the rest of the testbed.


The key management module orchestrates domain deployment and, as such, deter-
mines the behaviour of the final system with respect to trust and the cryptographic
material’s lifecycle. In more detail, it coordinates the distribution of domains built
beforehand and ensures that they are provisioned with certificates and key pairs suffi-
cient to initiate trusted connections.

The system has been exhustively tested on a testbed of 10 QKD nodes from the three vendors along with two domains without QKD equipment. Different performance figures have been measured such as connection latencies, cloud response time, inter and intra-domain transaction time, key acquisition times over 5-day continous usage, drift in key aquistion time over a day and KEM processing time, etc. 

More detail can be foud in the attached paper, accepted with minor revision to EPJ Quantum technologies.

The network is fully operational at TRL 7 and it is selected as on of the end products of the the EU project ALLEGRO (34 partners. 12 MEUR budget)

Under development is the inclusion of an exteded IoT network combined with the aforementioned system. It will include a few hundreds of IoT devices using a variety of wireless and wired protocols. The idea here is to use the QKD keys as seed for the different TRNGs needed for the noumerous keys required for the secure layer of he network.

INCLUSION OF PHYSICAL UNCLONABLE FUNCTIONS (PUF)

We have recently submitted a paper to an ACM conference (attached in this mail). It includes PUF devices in the QKD/PQC network. Concerning PUFs (Physical Unclonable Functions) EULAMBIA hold three international patents for strong (many tens of thousends of challenge-responses)  Photonic PUFs and recently we published in Nature Scientific reports PAPER SHOWING that our PUFs are immune to Machine learning attacks. Our PUF hardware is at TRL 6 already and we continue developing it. As you can see in the attached paper PUFs are a very good supplement to QKD/PQC network. 

Concluding, we believe that we can have a pivotal role in the networking section of the project. If any additional info is needed we are ready to provide it.
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